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ORDINANCE NO. _ 30-2026

AN ORDINANCE ESTABLISHING A CYBERSECURITY POLICY FOR THE
VILLAGE OF LORDSTOWN AND DECLARING AN EMERGENCY.

NOW, THEREFORE, BE IT ORDAINED BY THE COUNCIL OF THE VILLAGE OF
LORDSTOWN, COUNTY OF TRUMBULL, STATE OF OHIO:

Section I: That the Council of the Village of Lordstown hereby establishes a Cybersecurity Policy
for protecting the confidentiality, integrity, and availability of the Village of Lordstown’s information
systems, data, and technology resources in compliance with Ohio Revised Code Section 9.64
cybersecurity requirements.

Section Il:  That the Cybersecurity Policy attached hereto as Exhibit “A” shall be and the sarae is
hereby adopted as the official Cybersecurity Policy of the Viliage of Lordstown.

Section III:  That this Ordinance is hereby declared to be an emergency measure necessary for the
public health, safety and welfare and for the further reason that such policy mustbe implemented no later
than June 30, 2026 to comply with the requirements of Ohio Revised Code Section 8.64.

Section IV:  That the passage of this Ordinance and all deliberations relating to the passage of this

Ordinance were held in open meetings in accordance with the provisions of Ohio Revised Code Section
121.22.

Passed in Council this _ 15 day of Jupe . 2026.
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The Village of Lordstown, Ohio

CYBERSECURITY POLICY

L PURPOSE

The purpose of this policy is to establish a framework for protecting the confidentiality,
integrity, and availability of the Village of Lordstown’s information systems, data, and technology
resources in compliance with Ohio Revised Code Section 9.64 cybetsecurity requirements.

II. SCOPE

This policy applies to all officials, employees, contractors, vendors, and third parties who
access or manage the Village of Lordstown’s critical technology resources, including but not
limited to:

a. Computers, servers, and mobile devices;
b. Cloud Services and hosted applications,

¢. Sensitive or confidential data (e.g., Personal Identifiable Information (P1I),
financial, law enforcement, health-related, or other protected records); and

d. Communication Devices: staff webfax, email, and cell phones owned /
issued by the Village of Lordstown.

III. DEFINTIONS
A “cybersecurity incident” includes any of the following:

a. A substantial loss of confidentiality, integrity, or availability of a covered
entity’s information system or network;

b. A serious impact on the safety and resiliency of a covered entity’s operating
systems and processes,

¢. A distuption of a covered entity’s ability to engage in business or industrial
operations or deliver goods or services. (Note: A disruption could include
payment re-direct, payroll redirect, or spear phishing. Refer to AOS Bulletin
2024-003 for additional cxamples); and/or

d. Unauthorized access to an entity’s information system or network, or
nonpublic information contained therein, that is facilitated or is caused by :
(1) a compromise of a cloud service provider, managed services provider or
other third-party data hosting provider or {2} a supply change compromise.
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A cybersecurity incident does not include mere threats of disruption as extortion; events
perpetrated in good faith and in response to a request by a system owner or operator; or lawfully
authorized activity of a United States, state, local, tribal, or territorial government entity. [O.R.C.
§ 9.64(A)(1) and AOS Bulletin 2025-007]

IV. POLICY STATEMENT

The Village of Lordstown is committed to safeguarding its information systems against
cybersecurity threats and ensuring compliance with R.C. 9.64 by:

a. Establishing baseline cybersecurity practices consistent with best practices.
b. Providing ongoing cybersecurity awareness training.

c. Preparing for detection, response, and recovery from incidents.

d. Reviewing and updating cybersecurity policies annually.

V. ROLES AND RESPONSIBILITIES

a. Village Council: Approves cybersecurity policy and ensures resources are
allocated.

b. Third-Party IT Provider: Serves as the Village of Lordstown’s cybersecurity
administrator, oversees policy implementation, coordinates with IT
provider; implements technical safeguards, monitors for threats, and reports
incidents.

¢. Employees/Users: Follow cybersecurity protocols, complete training, and
report suspicious activity.

V. CYBERSECURITY CONTROLS

6.1 Access Control

a. Require unique user 1ds and passwords.

6.2 Network and System Security

a. Maintain up-to-date firewalls, antivirus, and intrusion
detection/prevention.

b. Apply software patches and updates within 30 days of release.

¢c. Segregate critical systems from public networks when possible.
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6.3 Data Protection

a. Bncrypt sensitive data at rest and in transit.
b. Regularly back up critical data and test restoration procedures.
c. Retain records according to the State of Obio records retention schedules.

6.4 [ncident Response

a. Establish procedures for detecting, reporting, and escalating incidents.

b. Inthe event of a cybersecurity incident, notify the following parties in the
manner listed:

o The Bxecutive Director of the Division of Homeland Security
within the Department of Public Safety, in a manner prescribed
by the Executive Director, as soon as possible but not later than
seven days after the Village of Lordstown discovers the incident;

o The Auditor of the State of Ohio, in a manner presctibed by the
Auditor of State, as soon as possible but not later than thirty days
after the Village of Lordstown discovers the incident.

» Any other parties as required by law.

d. Conduct a post-incident review and update policies as needed.

¢. Establish procedures for the repair and subsequent maintenance of
infrastructure after a cybersecurity incident.

6.5 Training and Awarengss

a. Require all employees to complete cybersecurity awareness training
annually.

b. Provide role-specific training for IT administrators and staff handling
gensitive data.

6.0 Vendor and Third-Party Management

a. Require vendors to comply with the Village of Lordstown’s cybersecurity
standards.
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b. Maintain contracts with cybersecurity clauses and breach notification
requirements.

VII. COMPLIANCE AND REVIEW

This policy will be reviewed annually and updated to reflect changes in technology, law,
and Village needs. Depariment Heads, Clerk of Council, the Mayor and third-party [T providers
must submit evidence of compliance annually.

VIII. CONFIDENTIALITY OF RECORDS

8.1 Public Record Exclusion

a. Any, records, documents, or reports related to the cybersecurity program
and framework, and the reports of a cybersecurity incident or
ransomware incident are not public records under Ohio R.C. 149.43,

8.2 Security Record

a. A record identifying cybersecurity-related software, hardware, goods,
and services, that are being considered for procurement, have been
procured, or are being used by the Village of Lordstown, including the
vendor name, product name, project name, or project description, is a
security record under Ohio R.C. 149.433.

IX. RANSOM PAYMENT

In the event of a ransomware incident, the Village shall not pay or otherwise comply with
a ransom demand unless:

a. The Village Council authorizes such payment by ordinance; and

b. The authorization clearly states why the payment is in the best interest of
the Village.

X. ENFORCEMENT

Violations of this policy may result in disciplinary action up to and including termination
of employment or termination of contracts with the Village of Lordstown as well as potential civil
and criminal penalties in accordance with applicable law.

Xi. EFFECTIVE DATE

This policy takes effect immediately upon passage of Council’s Ordinance while
implementation of technical and training requirements will be completed no later than June 30,
2026 to comply with the requirements of Ohio Revised Code Section 9.64.
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