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ORDINANCE No, 49-2026

AN ORDINANCE AUTHORIZING THE VILLAGE OF LORDSTOWN TO
ENGAGE BUCK i TECHNOLOGY SOLUTIONS (AN IT AND
CYBERSECURITY SERVICE PROVIDER) AND DECLARING AN
EMERGENCY.

NOW, THEREFORE, BE IT ORDAINED BY THE COUNCIL OF THE VILLAGE OF
LORDSTOWN, COUNTY OF TRUMBULL, STATE OF OHIO:

Section I That Ohio House Bill 96 (codified as ORC Section 9.64) mandates political subdivisions
to implement a cybeisecurity program,

Section 11: That Village Council hereby authorizes the Mayor and Clerk to execute an IT services
agreement, attached hereto as Exhibit “ A and incorporated herein, with Buck i Technology Sclutions to
ensure cybersecurity program compliance.

Section II¥:  That payment for said services shall be made to Buck i Technology Solutions in
accordance with the attached Exhibit “A” and shall be charged to the Aecount No. 101.111.52234
Professional Services.

Section I'V: That this Ordinance is hereby declared to be an emergency measure necessary for the
public health, safety, and welfare and to ensure timely implementation of the cybersecurity policy passed
pursuant to Ohio Revised Code Section 9.64.

Section V: That the passage of this Ordinance and all deliberations relating to the passage of this
Ordinance were held in open meetings in 2ccordance with the provisions of Chio Revised Code Section
121.22.

Passed in Council this 3 day of Aucust - 2026. )
i /
/
At 7L Lv VR T Mayor
- ‘// , L : _ 'i-\_. .I ,':-"_\ Clerk
First reading July 6, 2026
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Lordstown Village

This Scope of Work (SOW} is explicitlytalloredforan IT and cybersecurity service provider assisting
an Ohio municipality to achieve complieance with Ohio House Bill 96 [codified as ORC §8.84),

Because Ohiocitiesand countiesfaceda formalcompliance deadline of January 1, 2026, this SOwW
focuses on baseline remediation, alignment with NIST/CIS frameworks, incident reporting .
protocols, and audit preparedness.

SCOPE OF WORK: MUNICIPAL CYBERSECURITY COMPLIANCE (OHIO HB 96 / ORC § 9.64)
1. Project Overview & Objectives
¢« ProjectTitle: Municipal Cybersecurity Assessment and HB 36 Alignment
Prepared By: Bucki Technology Sclutions
s« Prepared For: Villags of Lordstown, Ohio

s Effective Date: 6-15-2026

Project Objective: To transitionthe Village of Lordstown of intofull compliance with Ohio Revised
Code §9.64 (HB 96). This project will establish a formal cybersecurity program, implement
required threat detection capabilitias, structure mandatory state reporting workflows, format
ransomware {egislative procedireas, and prepare the city for state audit reviews,

2. Scope of Work (Phases of Execution)

The Buck iTechnology Sclutions will delivertechnical and advisory services organized into four key
phases:

+« Phase 1. Gap Analysis & Framework Alignment - Assassment of current municipatl
infrastructure against MIST Cybersecurity Framework {CSF) or CIS Controls as required by
the law. Receive administrator accessto local domain, Microsoft 385 Suite, peripheral
devices {i.e. routars, switches, printers, etc.), and domain host.

+ Phase2: Technical Controls & Detecticn Implementation — Deploying meonitoring toolsto
fulfill threat-detection mandates.

¢« Phase3: Governance, Policy Drafting, & Reporting Workflows — Developing the required
statutory documentation, incident response workflows, and lagislative templates.

« Phase 4: Employee Training - Delivering mandatory staff ecucation and consolidating
records for the Ohio Auditqr.of State.

Exhibit "a"



3. Detailed Task List

Bucki Technology Sclutions will execute the following specific technical and consultative tasks:

Phase 1: Gap Analysis & Framework Alignment

« Task 1.1: Conduct an informaticnassetdiscoverytoidentify all data, hardware, and critical
endpoints.

« Task1.2: Perform a technical vulnerability scan across the Village’s internal and external
neiworks.

« Task1.3: Complete a formal Risk and Impact Identification matrix mapping the of
Lordstown's current posture to CIS Controls / NIST CSF

Phase 2: Technical Controls & Detection Implementation

+  Task 2.1: Implement endpoint detaction and response (EDR} or managed detection and any
other security related software.

o Task 2.2: Setup and establish Proofgoint Email Protection to secure incoming/outgoing
emall communications.

« Task2.3: Review and isolate backup architectures. Configure autoemated, immutable
backups with a strict monthiy resteration testing schedule.

s Task 2.4: Establish acceass controls, including multi-factor authentication (MFA) across all
municipal user accounis.

Phase 3: Governance & Policy Drafting

« Task 3.1: Draft the comprehansive City Cyhersecurity Program Document te be
submitted to City Council for formal adoption.

« Task 3.2: Author an IncidentResponse Plan(iRP) detailing the 7-day reporting workflow to

the Ohio Cyber Integration Center (QCIC) and the 30-day reporting workflow ta the Ohio
Auditor of State.

¢ Taslk 3.3: Draft a formal Ransoemware Ordinance Template defining the mandatory City
Council public vote and resolution process required before any extortion payments can be
authorized.



Phase 4: Training & Compliance Handover
+ Task 4.1: Deploys cybersecurity awarenssstraining platform and enroll alt city employees,

s Task4.2: Configure role-specific training modulesfor departments handiing highly sensitive
data.

+ Task4.3:Compilea compliance binder containing all training logs, architecture maps, and
policy docs formatted to meet the Ohlo Auditor of State standards.

4. Project Deliverahles
The Village will receive the following tangible deliverables:

1. NIST/CIS Gap Assessment Report: Atechnical deep dive identifying remediated
vulnerabilities.

2. Adoptable City Cybersecurity Policy Program (PDF): Prepared for formal Council vote.

3. Statutory Incident Response Playbook: Step-by-step procedures for OCIC and Auditor
reporting.

4. Legislative Ransomware Protocol Directive: Legal boiterpiate for council use during a
crisis.

5. Staff Compliance & Training Log: Log data demonstrating full workforce participatior,

5. Project Schedule & Milestones
s« Milestone 1: Project Kickoff & Data Discovery
« Milestone 2: Gap Assessmeant & Vulnerahility Reporting
= Milestone 3: Technical Remediation & Backup Alignment Completed
s Milestone 4: Policy Framework & Insident Playbooks Delivered

« Milestone 5: Employee Training Completion & Audit Binder Handover

6. Post Implamentation Period
Objective(s):

s  Maintain employege trainings
= Provide ongoing IT support as desired by Lordstown Village.



8.Time & Cost | Notto Exceed Pricing

» Phase1 40 hour @ $ 125 | $5000
s+ Phase?2 50 hour @ $ 125] $6250
« Phase3 30 hour @ $125( $3750
s Phase4d 25 hour @ % 125 | $21238

Sentinel One/ Ninja One EDR Software:

Software Features:

*  SentinelOne: Advanced cybersacurity platform focused on threat preventicn,
detection, and response.

¢ NinjaOne: Endpoint management platform focused on device administration, patching,
support, and automation,

$7.00/ Per Computer / Per Month

Proofpoint Email Protection:

Software Featurss.

¢ |nbound / Outbeund mail protection.

+  Predictive URL defense. Basic Attachment Scanning,

e Email Encryption. Full Attachment Protection.

e Advanced matware and Scam protectian.

»  Email Archiving with unlimited siorage with a 10-year retenticn.

$ 7,95/ Per Email Account / Per Month
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